Australian Government

Department of Social Services Data EXChange

Add and edit a user

Task card

This task card discusses the following:

Steps to undertake prior to requesting access

Access levels

Access the manage users link

Add a new user

Assign an outlet and program activity to a user

o To assign an outlet to a user

o To assign a program activity to a user

Viewing a user’s role

Editing a user
o Upgrading a user’s role to a Data Exchange Organisation administrator

o Removing Organisation administrator access

KEY HIGHLIGHTS

= Prior to requesting a Data Exchange account an organisation and an individual account holder must
have their own myGovID.

= Only a Data Exchange Organisation administrator can add and maintain user and outlet information
in the Data Exchange.

» The email address entered for a new user must match the email address that has been set up in
Relationship Authorisation Manager (RAM) for that user.

= A user can only edit or view information for an outlet or program activity that they have been attached
to by the Data Exchange Organisation administrator.

= A user’s access can be updated to a Data Exchange Organisation administrator by the
organisation’s current Data Exchange Organisation administrator at any time.

Task card — Add and edit a user — March 2020



Access levels

The following access levels within the Data Exchange are available:

Data Exchange Organisation administrator (Org administrator) access: Each organisation will
need at least one Data Exchange Organisation administrator who will set up the organisation details,
create and manage users, outlets, program activities and delivery partners. The Data Exchange
Organisation administrator is the first person to access the web-based portal and will maintain user and
outlet information.

Data Exchange Organisation administration access should be granted to staff members who will be
responsible for setting up the Data Exchange, managing users and if applicable, uploading XML files.

NOTE: An organisation must have their first Data Exchange Organisation administrator complete a
User access request form. Once this has been approved by the Data Exchange Helpdesk, they can
then set up other Data Exchange Organisation administrators for their organisation via the Data
Exchange web-based portal. Refer to the Updating a user’s role to a Data Exchange Organisation
administrator section in this task card.

Editor access: A Data Exchange Organisation Editor has access to add and edit records within the
web-based portal. Access is restricted to outlets and program activities to which the organisation's Data
Exchange Org Administrator has granted access to the editor. This access is also mirrored in their
access to data that can be viewed in reports. Editor access should be granted to program and activity
delivery staff members that are required to enter data into the Data Exchange.

View only access: A Data Exchange Organisation View Only user has access to view cases, clients
and sessions but cannot enter or edit records. Access is restricted to outlets and program activities
to which the organisation's Data Exchange Org Administrator has granted access to the view only user.
This access is also mirrored in their access to data that can be viewed in reports. View Only access
should be granted to organisation staff members who need information regarding clients and services,
but are not expected to enter information.

All clients entered into the Data Exchange web-based portal by the service are visible to all users within

the organisation.

Clients are associated to your organisation and not just the program that they may initially access.
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Access the Manage users link

As a Data Exchange Org Administrator, log into the Data Exchange web-based portal and select the

Manage users link under the My Organisation heading. Refer Figure 1.

Figure 1 — The Manage users link on the Data Exchange web-based home page

" Australian Government

%" Department of Social Services

MyDEX Dashboard
Goto| Q Find - Client Name/ld, Case Id, Session Id ‘
Find View Add
+4 cient
r '-i+ Cass
- m Session
Client Case SCORE o
My Organisation
= Manage organisation
< Reference data :
- Uploaded files ' Access MyDEX -
= Manage action items reports

You are logged in to

Data EXChange Community Organisation

The Manage users screen will display. Refer Figure 2.

Figure 2 — Manage Users screen

Manage Users
Search

Given name: ‘ ‘

Family name: | |

Email: | |

Results ¢

Name < Phone £ Email £
' training1 DS Strainin: 0212345678 training1cldi@dsstraining.gov.au
' training1 DS Strainin 0212345678 training1@dsstraining.gov.au

ADD USER
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Add a new user
If already created, a list of existing users will be displayed at the bottom of the screen.
If you wish to add a new user to the system, select [A\BIBNUEI=IR.

The Add user screen will display. Refer to Figure 3.

Figure 3 — Add user screen

Home = Manzsge business users = Add user

Add user

All fields marked with an asterisk (%) are required.

User details

Given name: ¥ l |

Family name: * l |

Phone: ® [ |

Must enter 10 digits

Mobile: l |

Must enter 10 digits

Email: ¥ l |

System role: * l Organisation View Only ~ |

Conditions of Data Exchange User Access

Individual user account and password security is provided to access the D35 IT resources. User accounts and passwords must not
be disclosed or shared with other pecple.

Information stored on the Data Exchange is protected under the Privacy Act. Access to records is on a need to know basis and
information should only be accessed for the purpose(s) under which it was collected.

Actions prejudicial to security may result in access being suspended or ceased without notice.
Everyone with access to DSS IT resources have particular responsibilities in respect of:

= Password security. Mo-one is to attempt fo bypass or defeat DS3' IT security system.
= Everyone is responsible for maintaining the integrity of software and hardware under their cwnership and ensuring that its
condition does not prejudice the integrity of DSS' propriefy or licensed software or hardware.

By creating this person as a Data Exchange user, | am agreeing to inform the

|

user of the Conditions of access outlined above. *

| cerify that the nominated user needs access to the Data Exchange, that their
O user details are correct, and they are authorised to access this information on

behalf of my organisation. *

Cancel

Table 1 — Add user screen field descriptions (Refer Figure 3)

FIELD DESCRIPTION

Given name Enter the new user's given name.

Family name Enter the new user's family name.

Phone Enter the new user's work contact phone number.
Mobile Enter the new user’'s mobile phone number.
Email Enter the new user's work email address.
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FIELD DESCRIPTION

System role

Conditions of Data
Exchange User Access

Select the required system role:

= Organisation View Only — can only view records.
= QOrganisation Editor — can create, edit and view records.

Note: These roles can be upgraded to a Data Exchange Organisation
administrator by an organisation’s current Data Exchange Organisation
administrator at any time.

The Data Exchange Organisation administrator must check off the two
mandatory items in this section to create and save this new user.

They must advise the new user of the terms and conditions of Data
Exchange user access.

Complete the required fields and select [S7AVA=.

The User profile screen will display. Refer Figure 4.

Figure 4 — User profile screen

User profile

User details

Given name:
Family mame:
Phone:
Maobile:
Email:

System role:

Organisation:

ABMN:

Source Crganisation 10
Source Organisation name:

Linked credentials

Qutlets

Program activities

< BACK

User has net linked any credentials to this account.

Mo outlets are associated with this user account

Mo program activities are associaled with this user account

DELETE USER g EDIT USER DETAILS § GRANT ADMIN ACCESS

Jenny

Jones

0261465604
0401010101

jenny jonesi@org.com.au
CrgEditor

Community Crganisafion
11005906054

4-13U14P

Community Organisafion

MANAGE OUTLETS

MANAGE PROGRAM ACTIVITIES
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Assign an outlet and program activity to a user

Users will only be able to view the detailed case and session details for outlets and program activities they
have been assigned to via this function by their Data Exchange Organisation administrator. However, users
will still be able to see any clients that the organisation has engaged with and recorded in the

Data Exchange.

To assign an outlet to a user

Once a new user has been created, they need to be assigned to at least one outlet and one program
activity to be able to enter and/or view data.

Select [A\NACI=X@IPR R =S| from the User profile screen. Refer to Figure 4.

The Manage outlets screen will display. Refer Figure 5.

Figure 5 — Manage outlets screen

O OO0OoOoOo0ooo ood

Manage outlets

Available outlets .

Outlet name &

abec
Adelaide

All

Amaroo Group

An outlet

Ballarat

beach party

benalla

Berkelay School

Blues Brothers Community Centre

ATTACH SELECTED OUTLETS

< BACK

Address £
12 strest wapga wagga ACT 26350

13 George Court ADELAIDE 5A 5000

Department OF Social Services 71 Athllon Dr
GREENWAY ACT 2500

73 Katherine Ave AMAROO ACT 2344
12 Maort st Canberra City ACT 2600
316 Eyre 5t BALLARAT VIC 3250
Gubinge Rd CABLE BEACH WA 6726
1 Camp 5t BRIGHT VIC 37441

Hoah Street BERKELEY MW 2306

23 Furzer 5t PHILLIP ACT 2606

1]2]314]5]6]7 [ Next

Assign the outlet(s) to the user by checking the tick box(s) next to the relevant outlet(s) name.

Select YR ® RS =N =ey ) SpRel0R N §S]. Refer Figure 6.
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Figure 6 — Outlets selected

Available outlets

Outlet name ©

abe
Adelzide

Al

Amarao Group

An outlet

Ballarat

beach party

benalla

Berkeley School

O 0O o0oogje Ao oo

Blues Brothers Community Centre

ATTACH SELECTED OUTLETS

< BACK

Address 4
12 strest wagga wagpa ACT 26350
13 George Court ADELAIDE SA 5000

Department Of Sccial Services 71 Athllon Dr
GREENWAY ACT 2500

73 Katherine Ave AMARDO ACT 2314
12 Mort st Canberra City ACT 2600
3916 Eyre 5t BALLARAT VIC 3350
Gubinge Rd CABLE BEACH WA ET26
1 Camp 5t BRIGHT VIC 3741

Noah Street BERKELEY NSW 2506

23 Furzer 5t PHILLIP ACT 2606

[1]2[3]4]5]6 17 Next]

The outlets will display under the Selected outlets heading. Refer Figure 7.

Once you have assigned the outlet for the user, select <BACK|

Figure 7 — Selected outlets heading

Manage outlets

Available outlets

Outlet name

abe
Adelaide

All

Ballarat

beach party

benalla

Berkeley School

Blues Brothers Community Centre

Brendos Laundry

OO0 0o0oo0o ooao

Brisbane

ATTACH SELECTED OUTLETS

Address &
12 street wapga wagga ACT 2630
13 George Court ADELAIDE SA 5000

Department Of Social Services 71 Athllen Dr
GREEMWAY ACT 2500

216 Eyre 5t BALLARAT VIC 3330
Gubinge Rd CABLE BEACH WA ET26

1 Camp 5t ERIGHT WIC 2741

Noah Street BERKELEY MESW 2506

23 Furzer §t PHILLIP ACT 2505

71 Athllon Dr TUGGERANONG ACT 2613

100 Creek st Erisbane QLD 4000

(1]2]3]4]5]6]7]Next

Selected outlets o)

Outlet name =

Address

] Amaroo Group 735 Katherine Ave AMAROO ACT 2314
|:| An outlet 12 Mort st Canberra City ACT 2600
REMOVE SELECTED OUTLETS
< BACK
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The User profile screen will display. Refer Figure 8.

Figure 8 — User profile screen highlighting outlets attached to a user

Home = Manage users > User Profile: New Person

User details

Given name:  New
Family name: Person
Phone: 0936728191
Maobile:
Email:  newy@man.com.au
System role:  OrgEditor

Organization:.  Community Organisation
ABN: 11005906054
Source Organisafion 1D 4-13U14P
Source Organisation name:  Community Crganisation

Linked credentials

Uszer has not linked any credentials to this account.

Qutlets o

Outlet name £

Amaros Group

An outhat

Program activities

Mo program activities are associated with this user account

< BACK

| WANT TO...

User New PERSOM has not been assigned o oullets andfor program aclivilies. This user must be assigned to at Find a client
e least one outlet and program activity. The outlet must deliver that program activity in order to view and enter data
within the system. Find a case
View a client SCORE
Add a client
User profile -
a case

DELETE USER | EDIT USER DETAILS § GRANT ADMIN ACCESS Add a session

Add a client SCORE
IManage organisation
Manage users
Reference data
Uploaded files

Go to home page

MANAGE OUTLETS

74 Katherine Ave AMAROO ACT 2514

Address £

12 Mort et Canbarra Clty ACT 2800

MANAGE PROGRAM ACTIVITIES
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To assign a program activity to a user

Select YNNI NI IVIRISS] from the User profile screen. Refer to figure 9.

Figure 9 — User profile screen

Source Organisation name:

Linked credentials

Outlets o

Qutlet name

Amarog Group

&n outiet

Program activities

< BACK

Home = Manage users > User Profile: New Person

Community Organisation

User has not linked any credentials to this account.

Mo program aclivities are associated with this user account

| WANT TO_..

User Mew PERSON has not been assigned to outiets and/or program activities. This user must be assigned to at Find a client
0 least one outlet and program activity. The outlet must deliver that program activity in order to view and enter data
within the system. Find a case
Wiew a client SCORE
Add a client
User profile
Add a case
DELETE USER g EDIT USER DETAILS g GRANT ADMIN ACCESS Add 2 session
Add a client SCORE
- Manage organisation
User details
Manage users
Given name: MNew Reference dala
Family name:  Person Uploaded files
Phone: 0936728191 Go fo home page
Maobile:
Email.  new@man.com.au
System role:  OrgEditor
Organisation:  Community Crganisation
ABN: 11005906054
Source Crganisation ID: 4-13U14P

MANAGE OUTLETS

75 Katherine Ave AMAROO ACT 2914

Address &

12 Mort et Canbarra Clty ACT 2800

MANAGE PROGRAM ACTIVITIES

The Manage program activities screen will display.

Only the program activity(s) that are attached to the selected outlet will display under the Available
program activities heading.

1. Assign the program activity(s) to the user by checking the tick box(s) next to the relevant program

activity(s) name.

yBSTWdATTACH SELECTED PROGRAM ACTIVITIESRRE @SR
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Figure 10 — Manage program activities screen

Home = Manage Users = User profile: New PERSON = Manage program activities

Manage program activities

Available program activities os)

Program activity £ Startdate & End date §
ﬁ Assistance with Care and Housing 10772014 311212025
ﬁ Be Connected 110712014 3MM202025
h Beyond Barbed Wire 1/01/2019 31/12/2025
|:| ﬁ Budget Based Funded Program 10772014 31212025
|:| ﬁ Building Capacity in Australian Parents 10772014 30/06/2019
[l ﬁ Care Relationships and Carer Support 100772014 3212025
O h Career Pilot for k itarian Enfrants 1/07/2014 31/12/2025
O ﬁ Carer Information and Support Service 100772014 3212025
[J %' carers and work 1107/2014 3111212025
[l ﬁ Children and Parent Support Services 100772014 3212025

(1]2[3[4[5]6 M8 [9[10]Next

<BACK

The program activities will display under the Selected program activities heading. Refer Figure 11.
Once you have assigned the program activities for the user, select <BACK|.

Figure 11 - Selected program activities section

e Successfully attached program activity/s

Manage program activities

Awvailable program activities es

Program activity Start dates Enddste
] way Budget Based Funded Program 10TI2014 FM22025
[0 wg EBuilding Capasity in Australian Parents 1072014 30062019
[ wa Care Relationships and Carer Support A0TI2014 31122025
] w4 Career Pathways Pilot for Humanitarian Entrants A0TI2014 122025
[ wg Carerinformation and Support Service A0TI2014 31122025
[0 wg cCarers and Work 11072014 31122025
[0 wg Children and Parent Support Services A0TI2014 1122025
[0 w4 Children's Contact Services 1/0TI2014 31122025
[0 wg Commonwealth Financial Counselling and Financial Capability 072014 1122025
[0 w4 Commonwealth Financial Counselling and Financial Capability - Service Continuity 10152018 31122025

[1]2[3]a]5]6 M8 [9[10]Next]

Selected program activities

Program activity Start date $ End date £
[ wa Assistance with Care and Housing 110TI2014 3112/2025
[0 | =g BecConnected 10712014 31122025
[ | wa Beyond Barbed Wire 110152018 3112/2025

REMOVE SELECTED PROGRAM ACTIVITIES
<= BACK
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The User profile screen will display. Refer Figure 12.

Figure 12 — User profile screen

User profile

User details

Linked credentials

Outlets @

Cutlet name

Amaroo Group

An outlet

Program actiity <

5 Assistance with Care and Housing

Be Connected

&

%9 EBeyond Barbed Wire

Given name:
Family name:
FPhone:
Mabile:
Email:

System role;

Organisation:
ABM:
Source Organisation 1D:

Source Organisation name:

Program activities

Home = Manage users > User Profile: New Person

DELETE USER |§ EDIT USER DETAILS j§ GRANT ADMIN ACCESS

Mew
Person
0936728191

newi@man.com.au
OrgEditor

Community Organisation
11005906054
4-13U14P

Community Organisation

User has not linked any credentials fo this account.

MANAGE OUTLETS

75 Kathering Ave AMAROO ACT 2914

Address 5

12 Mort st Canberra City ACT 2600

MANAGE PROGRAM ACTIVITIES

Startdsteds Enddated
10712014 HMMB2025
10712014 FMB2025
1012019 HMB2025

| WANT TO...

Find a client

Find a case

View a client 3CORE
Add a client

Add a case

Add a session

Add a client SCORE
IManage organisation
Manage users
Reference data
Uploaded files

Go to home page

Note: Linked credentials information will update once the user has accessed the Data Exchange
web-based portal for the first time.
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Viewing a user’s role

Go to the Manage Users screen and search for the relevant user. Select the next to the user’s name.

Refer Figure 15.

Figure 15 — Manage Users screen

Manage Users
Search
Given name
Family name:
Email
T -
Results ¢
Name Phone £ Email £
L Jennifer Jones 0212345678 lenniferg@testorg 1 .com.au
l Jeremy Simms 0212345678 jeremy simagtestorg.au

+ ADD USER
4

The user’s role will display. Refer Figure 16.

Figure 16 — Manage Users screen — user role

Manage Users
Search
Given name
Family name
Email
sewncn
Results &
Name = Phone 5 Email &
L Jennifer Jones 021 23466TH jennifer@testorg 1 com.au
I Rale: OrgAdministrator

+ADD USER

Select the to collapse the view.
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Editing a user

A user’s profile can be updated by an organisation’s Data Exchange Organisation administrator at any time.

As a Data Exchange Organisation Administrator, log into the Data Exchange web-based portal and select
the Manage users link under the My Organisation heading. Refer Figure 17.

Figure 17 — The Manage users link on the Data Exchange web-based home page

.:%  Australian Government You are logged in to :
A‘ti" " Department of Social Services Data Exchange Community Organisation :—):I Qo
MyDEX Dashboard
Go to‘ Q Find - Client Name/ld, Case Id, Session Id
Find View Add

+] ciient
' r "i"' Case
- -liL Session

Client Case SCORE

SCORE

My Organisation

- Manage organisation

- Manage users

= Reference data

- Uploaded fles : Access MyDEX
= Manage action items reports

The Manage Users screen will display. Refer Figure 18.

Find the relevant user by either using the Search fields or the Results section.

Figure 18 — Manage Users screen highlighting relevant user

Home = Manage Users I WANT TO...

Manage Users Find a client
Find a case
Search View a client SCORE
Add a client
Add a case
Given name: ‘ ‘ Add a session

Add a client SCORE

Family name: ‘ Jones ‘ Manage organisation

Manage users

Email: ‘ ‘ Reference data

Uploaded files
Clear

Go to home page

Results

ADD USER

Name 2 Phone & Email
* Ben Jones 0987542562 beng@jones.com.au 4
* Bertha Jones 0112345432 bjenes@gmail.com 4
1 Bob Jones 0212346678 training3@dsstraining.gov.au 4
1 Edith Jones 0288874596 ejones@org.au 4
1 fred Jones 0216789546 re@er.com.au 4
1 v Jones 0261465604 jenny.jones@org.com.au 4
1 Rosemary Jones 0112233445 riones@yellow.com 4
L Zara Jones 4

< BACK
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Select the hyperlink of the relevant user. The User profile screen will display. Refer Figure 19.

S EDIT USER DETAILSH

Figure 19 — User profile - Edit user details button

User profile

User details

Given name:  New
Family name:  Person
Phone: 0936725191
Mobile:
Email:  newi@man.com.au
Systemrole:  OrgEditor

Organisation:  Community Crganisafion
ABMN: 11005906054
Source Crganisafion ID: 4-13U14P
Source Organigation name:  Community Organisation

Linked credentials

User has not linked any credentials fo this account.

Outlets @

MANAGE OUTLETS

Outlet name Address £
Amarog Group 75 Katherine Ave AMAROO ACT 2314
&n gutiet 12 Mort et Canberra Clty ACT 2800

Program activities &

MANAGE PROGRAM ACTIVITIES
Program activity < Startdate End date g
%y assistance with Care and Houzing 10712014 Jnzize2s
%' Be Connectsd 1072014 Jnzize2s
%' Bsyond Barbed Wirs 1012018 Jnzize2s
< BACK

The Edit user details screen will display. Refer Figure 20.

Figure 20 — Edit user details screen

Home > Manage business users = Edit user details

Edit user details

All fields marked with an asterisk (%) are required.

User details

Usertype:  Business

Given name ¥ | Jennifer

Family name: * | Jones

Mobile | 0401010101

Phone: ¥ | 0261465604 ‘

Email * | jenny jones@org.com.au

System role * | Organisation Editor v
Cancel SAVE

Update the details as required and select S7a\%=.
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Upgrading a user’s role to a Data Exchange Organisation administrator

A user’s role can be upgraded from an Organisation Editor or Organisation View only to a Data Exchange
Organisation administrator. This can be completed by the organisation’s current Data Exchange
Organisation administrator without the need of completing a User access request form.

Note: The change to the Data Exchange Organisation administrator user role will provide the user with
access to data for all outlets and program activities for that organisation.

Select [EIzZANIFARIIINPAS{® =53] from the User profile screen. Refer Figure 21.
The system role in this example is OrgEditor.

Figure 21 — User profile screen updating role

Home = Manage users = User Profile: Jennifer Jones I WANT TO-

@ Successfully saved Find a client
Find a case
View a client SCORE

User profile Add a clent

Add a case

DELETE USER J EDIT USER DETAILS § GRANTADMIN ACCESS Add a session

Add a client SCORE
US er details Manage organisation

IManage users

Given name:  Jennifer Reference data
Family name:  Jones Uploaded files
Phone: 0261465604 Go to home page
Mobile: 0401010101
Email.  jennyjones@org.com.au

System role: | OrgEditor

Organisation: Community Organisation
ABN: 11005906054
Source Crganisation ID:  4-13UI4P
Source Organisation name:  Community Organisation

The Grant admin access? pop up box will display. Refer Figure 22.

Figure 22 — Grant admin access? pop up box

Grant admin access?

Organisation Administrator access allows a user to read and create records, manage Outlets and administer user access within your organisation.

As the highest level of access, Organisation Administrators will automatically be granted full access to all Outlets and Program Activities within an organisation. Are you sure you wish to proceed?

@m

Select .

The User profile screen will display with the users system role upgraded to OrgAdministrator
(Organisation Administrator). Refer Figure 23.
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Figure 23 — User profile screen - Updated user details

Home = Manaqge users = User Profile: Jennifer Jones

@ Successfully saved.

Jennifer JONES has access to all outlets and program activities within the organisation. These access
e permissions cannot be changed.

User profile

User details

Given name: Jennifer
Family name-  Jones
Phone: 0261465604
Mobile: 0401010101
Email.  jennyjones@org.com.au

System role: | OrgAdministrator

Organisation:  Community Crganisation
ABN: 11005906054
Source Organisation ID:  4-13U14P
Source Organisation name: Community Organisation

Removing Organisation administrator access

A user can have their Data Exchange Organisation administrator access removed and reverted back to
their original system role by another Data Exchange Organisation administrator.

S REMOVE ADMIN ACCESS\ from the User profile screen. Refer Figure 24.

Figure 24 — User profile screen — Removing admin access

User profile

| REMOVE ADMIN ACCESS |

User details

Given name:  New
Family name: Person
Phone: 0936725191
Mabile:
Email: new{@man.com.au

System role: OrgAdministrator

Organisation: Community Organisation
ABN: 11005906054
Source Organisation 1D: 4-13U14P

Source Organisation name: Community Organisation

The Remove admin access pop up box will display. Refer Figure 25.

Figure 25 — Remove admin access? pop up box

Remove admin access?

By removing Organisation Administrator access, read and create records will be limited to the Outlets and Program Activities applied to the profile,

and will no longer be able to manage Outlets and administer user access within your organisation. Are you sure you wish to proceed?

=
Select .
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The User profile screen will display with the users system role updated to Organisation Editor. Refer
Figure 26.

Figure 26 — Updated User profile screen

User profile

DELETE USER Q| EDIT USER DETAILS | GRANT ADMIN ACCESS

User details

Given name;  Jennifer
Family name:  Jones
Phone: 0212345678
Email: |Enni'er@le5'.0rg com.au
I Syslem role QrgEditor

Organisation:  Test organisation
ABN: 15000002522
Source Organisation 10: 1-UX-54
Source Organisation name.  Test organisation

More information on outlets, clients, cases and sessions can be found in the Data Exchange Protocols and
the Training tab.

For technical support: contact the Data Exchange Helpdesk by email
dssdataexchange.helpdesk@dss.gov.au or on 1800 020 283 between 8.30am - 5.30pm (AEST/AEDT)
Monday to Friday.
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